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Abstract—In this paper, we propose a novel physical-layer
secret key generation (SKG) scheme, which is based on reduced
random pilot selection at a legitimate transmitter and channel
interpolation at a legitimate receiver. As a result, the proposed
scheme is capable of reducing pilot overhead and increasing
secret key capacity (SKC) while suppressing information leakage
to an eavesdropper in a correlated eavesdropping channel. More
specifically, a subset of full pilot sequence is activated based on
the legitimate channels at the legitimate transmitter, and the full
channel coefficients are estimated from the received pilot symbol
subset at the legitimate receiver with the aid of our channel
interpolation. Additionally, despite the non-reciprocal channel
due to the presence of a Doppler shift and an additive noise,
our scheme achieves high SKG reliability in comparison to that
without our reduced pilot selection or channel interpolation. We
also derive the theoretical SKC for the proposed scheme. Our
simulation results demonstrate that the proposed SKG scheme
exhibits a higher performance in terms of both the SKC and key
disagreement ratio.

Index Terms—Channel interpolation, correlated channel,
eavesdropping channel, physical layer security, pilot reduction,
secrecy capacity, secret key generation.

I. INTRODUCTION

INTERNET of Things (IoT) has been highlighted as a
promising concept developed on top of wireless commu-

nication technology, which typically requires low latency,
low power consumption, and a high number of supported
terminals [2]. Additionally, security and privacy are also of
primary concern in IoT systems. Due to the broadcast nature
of wireless channels, it is essential to address the issue of un-
intended eavesdroppers. The public key method is commonly
utilized to exchange secret keys between legitimate users for
data encryption. However, its high computational complexity
and power consumption make it unsuitable for low-cost IoT
devices [3].

In contrast to the public-key-based upper-layer secret key
exchange, physical-layer secret key generation (SKG) has been
extensively investigated as a means to achieve information-
theoretic security, low complexity, and low power consump-
tion [4]. The physical-layer SKG relies on the inherent ran-
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domness of a fading channel between two legitimate users,
Alice and Bob, and does not require any third party to share
secret keys. Furthermore, the physical layer SKG has proven
to be information-theoretically secure because it exploits un-
predictable channel properties that vary depending on a myriad
of sources, thus guaranteeing channel reciprocity only among
legitimate users and making eavesdroppers inaccessible [5, 6].
Most previous studies of physical-layer SKG assume a time-
division duplex (TDD)-based system to satisfy the channel
reciprocity condition. However, even in the TDD scenario,
it is challenging to attain perfect channel reciprocity due
to the reduction of a channel correlation by the additive
noise, Doppler shift, carrier frequency offset, synchronization
error, and hardware impairment [7]–[9]. Imperfect channel
reciprocity tends to result in a higher key disagreement ratio
(KDR) between Alice and Bob.

Physical-layer SKG is typically performed by estima-
tion [16] and quantization [10]–[14] of reciprocal channel state
information (CSI) at each legitimate user. In general, pilot
symbols are sent from Alice and Bob to each other to share
the identical CSI, which is then quantized to generate a secret
key. The pilot symbols may be interrupted by an eavesdropper,
Eve, due to the open frame structure and the broadcast nature
of wireless channels, hence suffering from the leakage of
secret keys. In terms of channel quantization, SKG is classified
into two categories, i.e., the received signal strength (RSS)-
based SKG [10]–[12] and the phase-based SKG [13]–[15].
The RSS-based SKG has the advantage of allowing simple
low-power hardware while suffering from weak randomness
due to its continuity, the performance degradation caused
by additive noises, and the vulnerability to active attacks
from eavesdroppers. By contrast, the phase-based improves
randomness and suppresses noise, hence generating a practical
secret key even in a stationary environment. However, the
risk of eavesdropping is high, especially when the channel
correlation between the legitimate and eavesdropping channels
is high.

Against the above-mentioned background, the novel con-
tributions of this paper are as follows. We propose a novel
physical-layer SKG scheme that is based on a random reduc-
tion of pilot symbols at the legitimate transmitter and a channel
interpolation at the legitimate receiver. More specifically, one
of the predefined random pilot patterns is selected based
on the legitimate channel to reduce the pilot symbols at
the legitimate transmitter, and the full channel coefficients
are estimated from the partial pilot signals received at the
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legitimate receiver with the aid of our interpolation. As a
result, the proposed pilot reduction and channel interpolation
schemes allow us to achieve reduced power consumption,
reduced pilot overhead, and increased secrecy performance
against the passive eavesdropper. These are achieved as the
explicit benefits of improved channel reciprocity and reduced
pilot leakage. We evaluate the achievable performance of the
proposed scheme in terms of the secret key capacity (SKC),
KDR, and randomness test to demonstrate that the proposed
scheme outperforms the conventional SKG benchmark.

The remainder of this paper is organized as follows. Sec-
tion II reviews the related work. In Section III, our system
model of the legitimate and eavesdropping channels is pre-
sented. Section IV introduces the proposed random pattern
selection for pilot reduction and channel interpolation, and
Section V analyzes the SKC. Numerical results are provided
in Section VI, and our conclusions are given in Section VII.

II. RELATED WORK

In this section, we review the previous studies related to the
proposed physical-layer SKG scheme. More specifically, we
focus our attention on the conventional physical-layer SKG
schemes assuming the presence of an eavesdropper. Zhang
et al. [17] were the first to introduce a detailed analysis
of physical-layer SKC in the presence of an eavesdropper.
It is revealed that SKC performance is affected by a cross-
correlation between the legitimate and eavesdropper channel.
In [18], the analytical SKC performance of the RSS-based
SKG and full-CSI-based SKG was compared in a correlated
eavesdropping channel.

The artificial randomness is introduced into the physical-
layer SKG to improve the secrecy performance [19]–[22]1.
In [19], beamforming and jamming weights are designed as
artificial noise based on the eavesdropper channel to increase
the SKC. Chen et al. [20] proposed SKG that superimposes
artificial noises on the pilot signal to degrade the eavesdrop-
per channel under the realistic assumption that legitimate
and eavesdropping channels are correlated. In [21], SKG
employing local independent randomness is proposed in the
context of static channels. Moreover, in [22], an efficient dual-
permutation SKG was developed to match the randomly per-
muted channel measurements between a pair of users by min-
imizing their discrepancy holistically. However, the schemes
superimposed the artificial noise [19], [20] are imposed by
the increased transmission power associated with artificial
noises further than those of pilot symbols. Furthermore, perfect
knowledge of the eavesdropper’s CSI is typically assumed at
the legitimate transmitter. Moreover, the artificial randomness
methods of [21] and [22] may increase delay and information
leakage due to additional processing.

In [23], Qin and Ding proposed the pilot-assisted physical-
layer SKG scheme for non-reciprocal channels. Addition-
ally, in [23], the authors also proposed the eigenvalue-based

1Unlike [19]–[22], our proposed scheme does not rely on using artificial
randomness as a source of entropy. Hence, the combination of the proposed
scheme and artificial randomness may improve the secrecy performance,
which is left for future study.

physical-layer SKG scheme, which is effective even when the
eavesdropper is located close to the legitimate users. Note that
due to the bi-directional channel estimation in [23], informa-
tion leakage associated with the pilot transmission is inhabited.
In [24], the SKC of the physical-layer SKG is analyzed under
the presence of information leakage to eavesdroppers, and
the secure channel estimation is proposed, by relying on the
secret pilot sequence unknown to eavesdroppers. By repeatedly
sending secret pilot symbols between Alice and Bob, which
are only identified by the legitimate transmitter, a secret key is
shared while avoiding information leakage to eavesdroppers.
By contrast to the explicit benefits, both the schemes of [23],
[24] have to rely on information fed back between Alice and
Bob, and impose the additional processing delay and power
consumption.

In [25], [26], the effects of quantization on the physical-
layer SKG are investigated. Zenger et al. [25] compared
the achievable secrecy performance of physical-layer SKG
between several quantization schemes, where the effects of
eavesdroppers are evaluated in a rigorous manner based on
the online entropy estimation. In [26], the two-layer secure
quantization scheme for physical-layer SKG is proposed to
guarantee secrecy in the presence of correlation between the
legitimate and eavesdropper channels. Here, the bit sequence
achieved by channel quantization is divided into two layers,
depending on the probability of eavesdropping, where the first-
layer bit sequence is used for error-checking, while the second-
layer bit sequence is employed for generating a secret key.
Note that the benefits of [26] are achieved at the sacrifice of
decreased SKG efficiency.

As mentioned above, several methods have been proposed
to improve the secrecy performance of physical-layer SKG
in the presence of eavesdroppers. However, most of them are
imposed by increased power consumption. To the best of our
knowledge, for the first time in this paper, the proposed scheme
achieves both reduced power consumption and improved confi-
dentiality with the aid of the novel concepts of reduced random
pilot activation and channel interpolation.

III. CHANNEL MODEL

A. Channel Statistics

In a multipath channel, each path is delayed, phase-rotated,
and attenuated due to the surrounding objects and movement
velocity. The overlapping receptions of the multiple paths
induce frequency-selective fading. Here, the channel impulse
response consisting of L paths is expressed as follows:

h(τ, t) =

L−1∑
l=0

hl(t) δ(τ − τl), (1)

where
L = ⌊BTm⌋+ 1, (2)

while hl and τl represent the complex-valued channel co-
efficient and the delay of the l-th path, respectively. Also,
δ(·) is Dirac’s delta function, and ⌊.⌋ is the floor function.
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Furthermore, B and Tm denote the bandwidth and the delay
spread. Each channel tap is represented by

hl(t) =
al√
L

L−1∑
l=0

exp
(
j (2πfdt cosθl + ϕl)

)
, (3)

where al and fd indicate the amplitude of the l-th path and the
maximum Doppler frequency, respectively. θl and ϕl are the
angle of arrival and its initial phase of the l-th path, respec-
tively. Here, we have the relationship of

∑L−1
l=0 E

[∣∣h2
l

∣∣] = 1,
where E [·] represents the expectation operation. In this paper,
we employ Jake’s model to represent the time-varying chan-
nel [27].

Let H(f, t) denote the Fourier transform of the channel
transfer function h(τ, t), which is expressed by

H(f, t) =

∫ ∞

0

h(τ, t) exp (−j2πfτ) dτ (4)

=

L−1∑
l=0

hl(t) exp

(
−j2πf

l

B

)
. (5)

From (5), for L > 1, the channel’s spectral response H(f, t)
does not tend to be flat, thus exhibiting frequency selectivity.

B. Channel Estimation

The signal received at each receiver is given by

r(t) =

∫ ∞

−∞
h(τ, t)s(t− τ)dτ + n(t)

= h(t)⊗ s(t) + n(t), (6)

where h(t), s(t), and n(t) represent the channel impulse re-
sponse, the transmitted signal, and the additive white Gaussian
noise (AWGN). After the fast Fourier transform of (6), the
block model of the received samples can be represented by

r = hTdiag{s}+ n (7)
= hTS+ n, (8)

where r ∈ CNc indicates the received frequency-domain
samples, and Nc is the number of subcarriers. Also, s ∈ CNc

are the transmitted symbols, and we have the relationship of
S = diag{s}. h ∈ CNc and n ∈ CNc denote the channel
frequency responses and AWGNs, respectively.

In this paper, the least squares (LS) algorithm is employed
for carrying out low-complexity frequency-domain channel
estimation [28]. We consider a real-valued pilot block defined
by P ∈ RNp×Nc . In SKG, all subcarriers are generally
allocated as pilot signals to obtain accurate CSI. The pilot
signals can be represented by

P = {P (i) = 1}. (9)

The channel frequency responses and the frequency-domain
AWGNs, corresponding to pilot subcarriers, are expressed
by [28]

hp = Ph ∈ CNp (10)
np = Pn ∈ CNp , (11)

Alice

Bob

Eve

Fig. 1. The channel model, comprising of Alice and Bob as legitimate users
and of Eve as an eavesdropper.

and the diagonal matrix of the pilot symbols can be expressed
by

Sp = PSPT . (12)

Similar to (8), the received model of the pilot symbols is given
by

rp = hT
p Sp + np. (13)

In the LS algorithm, the frequency channel response is esti-
mated as follows:

ĥp = SH
p rp

= hp + SH
p np. (14)

C. System Model

Fig. 1 shows the channel model considered in our physical-
layer SKG scheme, where Alice and Bob are legitimate users,
and Eve is a passive eavesdropper. Each user is equipped with
a single antenna, according to most of the previous SKG
studies [29], while the use of multiple antennas improves
the achievable SKG performance [30], [31]. In this paper,
under the assumption of the TDD mode, each pilot symbol
is transmitted at a specific frequency. For simplicity, assume
that Eve is located near Alice and is eavesdropping on the
signal from Bob2. This means that the channel correlation
between Eve and legitimate users is high, and the potential for
eavesdropping is relatively high [26]. The channel coefficient
from Bob to Alice and that from Alice to Bob are represented,
respectively, by

h
(i)
ba = ρbah

(i)
ab +

√
1− ρ2baω

(i)
ba (15)

h
(i)
be = ρbeh

(i)
ab +

√
1− ρ2beω

(i)
be , (16)

where i = 0, · · · , Nc−1 is the index of subcarriers. Similarly,
h
(i)
be is the eavesdropping channel from Bob to Eve. Also, ω(i)

ba

and ω
(i)
be represent the circularly symmetric complex-valued

Gaussian random variables at Alice and Eve, respectively.
Furthermore, ρba and ρbe denote the cross correlation coef-
ficient between h

(i)
ab and h

(i)
ba and that between h

(i)
ab and h

(i)
be .

2Of course, it is also reversible in situations where Eve’s location is close
to Bob, and she is eavesdropping on signals from Alice.
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(5) Generate reduced 
pilot symbols ��

(3) Estimate ��
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(1) Generate �
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(8) Quantization
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(9) Information reconciliation 
and privacy amplification            

Fig. 2. Signaling procedures of the proposed physical-layer SKG scheme.

Hence, we have the relationships of h
(i)
ba ∼ CN (0, σ2

hba
) and

h
(i)
be ∼ CN (0, σ2

hbe
), ρba and ρbe can be expressed by

ρba =
E[h†

bahab]

σ2
hba

= J0(2πf
ba
d τ bad ) (17)

ρbe =
E[h†

bahbe]

σhba
σhbe

= J0(2πf
be
d τ bed ), (18)

where (·)† denotes the conjugate transpose operation. f ba
d

and f be
d are the maximum Doppler frequency of the link

from Bob to Alice and that from Bob to Eve, respectively.
Moreover, τ bad and τ bed denote the time difference between the
actual and estimated channel coefficients at Alice and Eve,
respectively, and J0(·) indicates a zero-order Bessel function
of the first kind. From these equations, spatial uncorrelations of
the channel can be modeled, and correlations between channel
coefficients can be considered [17].

IV. PROPOSED METHOD

In this section, we propose a novel physical-layer SKG
scheme based on two concepts, i.e., reduce pilot pattern
selection at the legitimate transmitter and channel interpolation
at the legitimate receiver. Fig. 2 shows the overview of our
SKG scheme, where secret keys are generated from the CSI
of the legitimate channel for the sake of simplicity.

In the proposed scheme, Alice first sends a com-
plete pilot sequence to Bob; then, Bob estimates hab =

[h
(0)
ab , · · · , h

(Nc−1)
ab ]T from the received pilot sequence as

ĥab = [ĥ
(0)
ab , · · · , ĥ

(Nc−1)
ab ]T . Next, Bob selects the predefined

random pilot activation pattern, by deactivating a subset of
the full pilot sequence to zeros, based on the first-D and the
last-D entries of ĥab, where D indicates the length of the
channel used to determine the activation pattern dab. Here,
the predefined pattern is assumed to be shared among all users
in advance. Then, the reduced pilot sequence P̄ is sent from
Bob to Alice. After that, Alice first estimates the channel
coefficients h̄ba = [h̄

(0)
ba , · · · , h̄(Nc−1)

ba ]T from the received
partial pilot symbols. From these values, dba is identified, and
interpolation is applied to estimate the complete channel co-
efficients ĥba = [ĥ

(0)
ba , · · · , ĥ(Nc−1)

ba ]T . Finally, Alice and Bob
quantize ĥab and ĥba to generate a secret key, respectively.

Typically, in physical-layer SKG, information reconciliation
is exploited for improving the key agreement ratio after the
quantization process. More specifically, Cascade protocol [33]
and forward error-correction codes, such as LDPC codes [34],
are used to enhance the cross-correlation between the secret
keys generated at Alice and Bob. Since, in the information
reconciliation process, redundant information is exchanged
through a public channel, privacy amplification is employed
to strengthen security after the information reconciliation
process. This is carried out based on the universal hash
function [35] at Alice and Bob. Although the information
reconciliation and privacy amplification processes have the
benefits of increasing the key agreement rate while main-
taining security, the key generation efficiency and SKC are
not improved. Therefore, in this paper, we do not consider
information reconciliation and privacy amplification while
focusing on channel estimation and quantization.

As above-mentioned, the proposed scheme consists of two
processes, i.e., the reduced pilot pattern selection and channel
interpolation, which are introduced as follows.

A. Reduced Pilot Pattern Selection Algorithm

We consider the scenario where Eve tries to interrupt the
signals sent from Bob to Alice. Hence, we focus our attention
on improving the secrecy of the legitimate channel from Bob
to Alice. More specifically, in the proposed SKG scheme,
the subset of the Np–length full pilot sequence is randomly
deactivated at Bob in order to minimize the possibility that
the eavesdropper steals the secret key while decreasing the
pilot overhead and power consumption3. Here, the transmitted
pilot activation pattern has to be obtained at the legitimate
users while maintained to be unpredictable at the eavesdropper.
To this end, Bob uses highly correlated legitimate channel
information to activate the partial pilot sequence. Our pilot
pattern selection algorithm is robust against the interception of
eavesdroppers which are sufficiently apart from the legitimate
users under the assumption of the presence of small-scale
fading.

To be more specific, our pilot activation pattern selection is
illustrated in Fig. 3, where we assume that Eve is positioned
close to Alice, as shown in Fig. 1, and tries to intercept the
pilot symbols transmitted from Bob. First, Bob estimates the
channels hab from the pilot symbols transmitted from Alice.
Then, Bob calculates D1 and D2, which correspond to the
average absolute values of the first-D and last-D channel
coefficients as follows:

D1 =
1

D

D−1∑
d=0

|h(d)
xy | (19)

D2 =
1

D

Nc∑
d=Nc−D

|h(d)
xy |, (20)

3To elaborate a little further, the proposed scheme is readily applicable
to multi-user scenarios in combination with the conventional orthogonal
multiple access protocols, such as time division multiple access (TDMA) and
orthogonal frequency-division multiple access (OFDMA).
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Fig. 3. The overview of the proposed reduced pilot pattern selection.

where {x, y} = {a, b, e}. From (19) and (20), the ratio of D1

to D2 is represented by

D1

D2
=

∑D−1
d=0 |h(d)

xy |∑Nc

d=Nc−D |h(d)
xy |

. (21)

Now let us introduce thresholds Tn (n = 0, · · · , N − 1) to
select a single out of the N predefined active pilot patterns.
Tn is determined by the number of predefined pilot patterns
to make D1

D2
equally spaced, which is given by

dxy =


Pattern 1 (D1

D2
< T1)

Pattern 2 (T1 ≤ D1

D2
< T2)

...
Pattern N (TN−1 ≤ D1

D2
),

(22)

where dxy = [d
(0)
xy , · · · , dNc−2D−1

xy ] ∈ ZNc−2D is an (Nc −
2D)–length binary sequence, and Pr =

∑Nc−2D−1
i=0 d

(i)
xy/Nc is

the pilot activation ratio. To be more specific, the (Nc−2D)Pr

active pilot symbols are used for generating the full secret key
at Alice.

In our scheme, dp is determined based on the legitimate
channel between Alice and Bob. In general, the eavesdropping
channel between Bob and Eve is less correlated with the
legitimate channel when Eve is more than several wavelengths
apart from Bob under the presence of fading. This tends to
prevent Eve from obtaining the accurate dp. Therefore, the
proposed algorithm can easily add computational security in
addition to the information theoretical security. Note that the
deactivated pilot positions may be used for sending additional
information symbols to increase the data rate.

The pilot symbol with the insertion of the null subcarrier
by applying the pilot pattern dp, defined by P̄ = {P̄ (i)}, can
be expressed as

P̄ (i) = [i ∈ dp]. (23)

Here, from (11)–(14) and (23), we obtain the estimated CSI
by the partially deactivated pilot symbols at Alice and Eve,

Pilot subcarrier Null subcarrier

Header part Footer part 

Pi
lo

t l
en

gt
h 

Number of subcarrier 

Reduce pilot based on random pattern

Fig. 4. The arrangement of activated pilot sequence in the proposed scheme.

respectively.

h̄ba = hba + S̄H
p nba (24)

h̄be = hbe + S̄H
p nbe, (25)

where S̄H
p = P̄SP̄T, nba and nbe indicate the associated

AWGN components at Alice and Eve, respectively.

B. Channel Interpolation

Alice receives the pilot sequence reduced by our pilot
pattern selection algorithm of Section IV-A, as shown in Fig. 4.
At the channel interpolation stage, Alice first estimates the
reduced random pilot pattern dba from the estimated ratio
D1/D2 of (21) in order to identify the active pilot positions.
Eve also obtains dbe; however, the accuracy depends on the
correlation with hab, thus making it challenging to ascertain
accurate values in eavesdroppers, who generally have lower
correlations. Then, the channel coefficients associated with
the active pilot symbols are estimated, while the rest of
the channel coefficients are interpolated from the estimated
channel coefficients. In the proposed scheme, we consider
three interpolation schemes, i.e., linear interpolation, spline
interpolation, and Akima interpolation.

1) Linear Interpolation: Linear interpolation is a regression
method using linear polynomial equations to make linear
approximations from adjacent signals. Consider that the pilot
spacing in the frequency domain in the proposed random
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pattern selection is ∆′
p. Then, the interpolated channel of the

u-th subcarrier (v∆′
p < u < (v+1)∆′

p) by linear interpolation
is formulated by

ĥ(u)
xy = ĥ

(v∆′
p+w)

xy

= h̄(v)
xy +

w

∆′
p

(
h̄(v+1)
xy − h̄(v)

xy

)
, (26)

where v and w satisfy 0 ≤ v ≤ Np − 1 and 0 ≤ w ≤ ∆′
p − 1.

From (26), linear interpolation operates with low complexity
and typically exhibits a good approximation in a slow fading
scenario rather than in the complicated channels with a high
time variation.

2) Spline Interpolation: Spline interpolation accurately re-
flects a curve variation propensity by fitting with a series of
unique third-order polynomials between each subcarrier. Here,
the interpolated channel coefficient at the u-th subcarrier is
represented by

ĥ(u)
xy = γ0h̄

(v)
xy + γ1h̄

(v+1)
xy + γ0∆

′
ph̄

′ (v)
xy + γ1∆

′
ph̄

′ (v+1)
xy ,(27)

where h̄′
xy denotes the first-order derivative, while γ0 and γ1

are the constants determined by w/∆′
p as follows:

γ0 = 3
w2

∆′
p
2 − 2

w3

∆′
p
3 (28)

γ1 = 3
(∆′

p − w)2

∆′
p
2 − 2

(∆′
p − w)3

∆′
p
3 . (29)

3) Akima Interpolation: Akima interpolation is a cubic
interpolation, similar to spline interpolation, and generates
a piecewise polynomial by the successive first-order deriva-
tive [36]. Since Akima interpolation preserves the gradient,
it is resistant to overshooting and is capable of achieving
good interpolation performance when the characteristics of the
original function are known. However, Akima interpolation
has the disadvantage that the continuity of derivatives is not
guaranteed, similar to spline interpolation, which makes it
challenging to interpolate data that drastically deviates from
the original data.

C. Quantization

In the physical-layer SKG, the estimated analog channel
coefficients are quantized to generate a binary secret key. In the
proposed scheme, Alice estimates the full channel coefficients
from the reduced pilot sequence with the aid of channel
interpolation, which may result in an unstable match to the
channel coefficients estimated by Bob. Therefore, we employ
a quantization scheme having a guard band gap for the sake
of improving the key agreement ratio [37], [38].

More specifically, let us consider that an estimated channel
coefficient ĥxy(t) is quantized by a one-bit quantizer to
generate one bit κ as follows:

κ =


1 |ĥxy(t)| > Λupper

0 |ĥxy(t)| ≤ Λlower

none Λlower < |ĥxy(t)| ≤ Λupper,

(30)

where

Λupper = µĥxy
+ σĥxy

∆Q (31)

Λlower = µĥxy
− σĥxy

∆Q. (32)

Here, Λupper and Λlower indicate the quantized upper and
lower thresholds, respectively. Also, µĥxy

and σĥxy
are the

expectation and the standard deviation of ĥxy(t), respectively,
and ∆Q denotes the quantization guard band. To satisfy the
constraint of Λlower > 0, the upper bound has to be in the
range of

∆Q <
µĥxy

σĥxy

=

√
π

4− π
(33)

Note that the estimated channel coefficients that fall into the
guard band gap are excluded from the generated secret key
due to low reliability. There is the quantization performance
trade-off where a high ∆Q value improves the key agreement
rate while decreasing the key length.

V. SECRET KEY CAPACITY

In this section, we derive the SKC of the proposed scheme
to evaluate the achievable secrecy bound for securely sharing a
secret key between two legitimate terminals in the presence of
the eavesdropper with the independent channel. Based on the
transmitted pilot sequence, the channel is estimated according
to (14), (24), and (25), which can be expressed by

ĥab = hab + SH
p nab (34)

ĥba = f(h̄ba) = f(hba + S̄H
p nba) (35)

ĥbe = f(h̄be) = f(hbe + S̄H
p nbe). (36)

and

σ2
ĥab

= σ2
hab

+
σ2
nab

NpPt
, (37)

σ2
ĥba

= σ2
hba

+
σ2
nba

NpP̄t
, (38)

σ2
ĥbe

= σ2
hbe

+
σ2
nbe

NpP̄t
. (39)

where f(·) denotes the interpolation operations. σĥab
, σĥba

,
and σĥbe

represent the variances of ĥab, ĥba, and ĥbe, re-
spectively. nab, nba, and nbe indicate the associated AWGN
components at Bob, Alice, and Eve with the variances of σ2

nab
,

σ2
nba

, and σ2
nbe

, respectively. Also, Np denotes the length of the
pilot sequence s. Pt is the transmit power of Alice, and P̄t is
the transmit power applying the proposed reduction algorithm,
which can be expressed by

P̄t = PrPt. (40)
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Here, the signal-to-noise ratios (SNRs) for each user are given
by

γab =
Ptσ

2
hab

σ2
nab

(41)

γba =
P̄tσ

2
hba

σ2
nba

(42)

γbe =
P̄tσ

2
hbe

σ2
nbe

. (43)

From these equations, the mean-square error (MSE) of the LS
algorithm is represented by

ϵab =
1

Npγab
(44)

ϵba =
1

Npγba
(45)

ϵbe =
1

Npγbe
. (46)

Furthermore, the cross-correlation between ĥab and ĥba, and
that between ĥab and ĥbe are given by [17].

ρ(ĥab, ĥba) =
ρba√

(1 + ϵab)(1 + ϵba)
, (47)

ρ(ĥba, ĥbe) =
ρbe√

(1 + ϵba)(1 + ϵbe)
. (48)

From (47) and (48), mutual information (MI) is formulated
by

I(ĥab, ĥba) = − 1

2
log2(1− ρ(ĥab, ĥba)

2) (49)

I(ĥba, ĥbe) = − 1

2
log2(1− ρ(ĥba, ĥbe)

2). (50)

Hence, the SKC of the proposed scheme can be represented
by

CSK = I(ĥab, ĥba)− I(ĥba, ĥbe)

=
1

2
log2

(
1− ρ(ĥba, ĥbe)

2

1− ρ(ĥab, ĥba)2

)
. (51)

The proposed scheme increases MSEs of channel estimation
because of the randomly reduced pilot sequence. Observe in
(51) that SKC is a function of the channel estimation MSEs
of the legitimate user and eavesdropper, as well as the channel
correlations.

VI. SIMULATION RESULTS

In this section, we carry out Monte Carlo simulations, and
provide our performance results for the proposed physical-
layer SKG scheme, which is evaluated in terms of the MSE,
derived SKC, KDR, and the randomness test in the presence
of an eavesdropper.

We consider the TDD-based orthogonal frequency-division
multiplexing (OFDM) system, where our physical-layer SKG
process between Alice and Bob is carried out during the
channel coherence time. We also consider Eve positioned
near Alice to intercept the signal transmitted from Bob. To
evaluate the achievable SKG performance in the presence of
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Fig. 5. MSEs of the proposed reduced pilot pattern selection at Alice and
Eve with the correlation of ρba = 0.99 and ρbe = 0.64.
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Fig. 6. Effects of D on the MSE versus ρbe at Alice and Eve.

the eavesdropping channel, we consider the practical scenario
where Eve knows all information used by legitimate users.
Here, L = 15 paths are generated to represent each multipath
fading channel with exponential attenuation, and the Doppler
frequency is given by 1 Hz. The length of the full pilot
sequence is set to Np = 10, and the number of subcarriers
is given by Nc = 512. Also, the quantization guard band is
set as ∆Q = 0.25. Unless otherwise noted, we employ the
basic system parameters of (ρba, ρbe) = (0.99, 0.90), D = 32,
Pr = 0.75, and N = 4. In order to provide fair comparisons
in the power consumption reduction between the proposed
and conventional schemes, the energy per bit to noise power
spectral density ratio (Eb/No) is considered.

A. Effects of Proposed Reduced Pilot Pattern Selection

Fig. 5 shows the MSEs of the reduced pilot patterns, which
are estimated at Alice and Eve, respectively. The channel
correlations are given by ρba = 0.99 and ρbe = 0.64.
Observe in Fig. 5 that upon increasing D, each MSE tends
to decrease and induce an error floor. More specifically, the
advantage of Alice over Eve increases with the increase of
Eb/No. This implies that the legitimate users have the benefit
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Fig. 7. Effects of the number of reduced pilot patterns N on the MSE versus
Eb/No at Alice and Eve.
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Fig. 8. Effects of the Doppler frequency on the MSE versus Eb/No at Alice
and Eve.

of estimating the reduced pilot pattern more accurately than
the eavesdropper, especially in the high Eb/No region.

Fig. 6 compares the MSEs of the estimated partial pilot
pattern at Alice and Eve, where the ρbe value is varied while
fixing ρba = 0.99. As shown in Fig. 6, upon decreasing ρbe,
the MSE at Eve increases while the MSE at Alice remains
almost unchanged. It is found that the proposed reduced pilot
pattern selection algorithm has the robustness to information
leakage to the eavesdropper for ρbe < 0.95.

Fig. 7 shows the MSE of the estimated partial pilot pattern
at Alice and Eve, where the number of pilot patterns is given
by N = 2, 4, and 6. As seen in Fig. 7, for both Alice and
Eve, the MSE improves when the number of pilot patterns N
decreases.

Fig. 8 shows the effects of the Doppler frequency on the
MSE at Alice and Eve, respectively. As shown in Fig. 8, the
MSE degrades at Alice and Eve as the Doppler frequency
increases. On the other hand, the degradation of the MSE
due to the Doppler frequency is insignificant and thus has
a negligible impact on the proposed scheme.
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Fig. 9. SKC comparisons between the three interpolation schemes with ρba =
0.99 and ρbe = 0.90. Also, the conventional scheme that does not use the
proposed reduced pilot pattern selection is employed as a benchmark.

B. Secret Key Capacity Analysis

Fig. 9 compares the SKC performance between the three
interpolation schemes of Section IV-B. Also, the conventional
scheme that does not use the proposed reduced pilot pattern
selection is employed as a benchmark. As shown in Fig. 9,
the proposed schemes with linear interpolation and Akima
interpolation outperform the conventional benchmark scheme
despite the reduced pilot symbols. Note that since we assume
ρba = 0.99, the legitimate channel is not reciprocal. Our
channel interpolation reduces the effects of the non-reciprocity
and exhibits a higher SKC than the conventional full-pilot
benchmark4. Additionally, the proposed scheme with linear
interpolation achieves the best performance over the entire
Eb/No region with a maximum 4 % gain, regardless of ρbe.
This is because the channel variation assumed in this paper can
be linearly approximated if a sufficient number of samples
is available. While inferior to linear interpolation, Akima
interpolation also outperforms the conventional scheme at each
Eb/No with a maximum 0.7 % gain. The SKC curve of the
proposed scheme with spline interpolation is the worst due to
the overfitting effects of the channel reciprocity.

Fig. 10 shows the SKC of the proposed scheme employing
linear interpolation, where the D value is varied from 4 to
32. As expected from Figs. 5 and 6, upon increasing D,
the SKC performance improves with a maximum 5% gain
than the conventional scheme. A high D value leads to
the reduction of activated pilot signals. Then, this degrades
channel estimation while improving pilot activation pattern
estimation, thus increasing the SKC.

Fig. 11 shows the SKC of the proposed scheme employing
linear interpolation, where the pilot activation ratio is given
by Pr = 0.5, 0.625, 0.75, and 0.875. Observe in Fig. 11 that
all the curves of the proposed scheme outperform that of the
conventional full-pilot benchmark scheme. More specifically,
the curve with Pr = 0.625 exhibits the best SKC performance
with a maximum 6.1 % gain. Note that the SKC performance

4Naturally, if the channel reciprocity is perfect, i.e., ρba = 1.0, the SKC
of the proposed scheme does not attain any performance gain.
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Fig. 10. Effects of D on the SKC performance of the proposed scheme using
linear interpolation at ρba = 0.99 and ρbe = 0.90.
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Fig. 11. Effects of the pilot activation ratio Pr on the SKC performance
of the proposed scheme employing linear interpolation for ρba = 0.99 and
ρbe = 0.90.

of the proposed scheme deteriorates for a low Pr value due to
insufficient pilot symbols used for interpolation at Alice. By
contrast, for a high Pr, the performance improvement owing
to our channel interpolation becomes minimal.

Fig. 12 compares MI of the legitimate channel, MI of the
eavesdropper channel, and SKC in the proposed and conven-
tional benchmark schemes. As seen in Fig. 12, the proposed
scheme exhibits higher MI of the legitimate channel and higher
SKC than the conventional full-pilot scheme with a maximum
2.7 % gain, which is achieved as the benefits of our linear
interpolation. More specifically, this is because the potential
disagreement of the estimated channels at Alice and Bob due
to imperfect reciprocity ρba = 0.99 can be recovered owing to
our interpolation with smoothing. Furthermore, the proposed
scheme attained a higher MI of the legitimate channel and a
lower MI of the eavesdropper channel than the conventional
scheme. This is because, in the proposed scheme, estimation
of the reduced pilot pattern is essential, and the eavesdropper
channel with a low ρbe value causes errors in estimating the
pilot patterns. Thus, the proposed scheme achieved higher
SKC than the conventional scheme.
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Fig. 12. Comparisons between MI of the legitimate channel, MI of the
eavesdropper channel, and SKC in the proposed and conventional benchmark
schemes.
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Fig. 13. SKC versus ρbe in the proposed scheme with the three interpolation
methods at Eb/No = 20 and 30 dB. The full-pilot SKG scheme is also plotted
as a benchmark.
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Fig. 14. Comparisons of SKC between the proposed scheme for ρba = 1.0,
0.999, and 0.99. The full-pilot SKG scheme is also plotted as a benchmark.

Fig. 13 compares the three interpolation methods in terms
of the SKC versus ρbe at Eb/No = 20 and 30 dB. The
conventional full-pilot SKG is also plotted as a benchmark.
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Fig. 15. Effects of the active pilot attack on the SKC performance of the
proposed scheme for ρba = 0.99 and ρbe = 0.64. The full-pilot SKG scheme
is also plotted as a benchmark.

In Fig. 13, it is found that in each scenario, the SKC per-
formance significantly improves upon decreasing ρbe from 1
to approximately 0.8. By contrast, the SKC remains almost
constant for ρbe < 0.8. Note that from (51), the effect of
ρbe on the SKC is on the logarithmic scale since MI of the
eavesdropper channel is substantially low for ρbe < 0.8.

Fig. 14 shows the SKC of the proposed scheme for ρba =
1.0, 0.999, and 0.99. In Fig. 14, it is observed that for ρba = 1,
the SKC of the conventional full-pilot benchmark scheme lin-
early increases with Eb/No. The proposed scheme outperforms
the conventional scheme in the range of Eb/No < 30 dB.
For ρba = 0.999 and 0.99, the proposed scheme achieves
better performance with a maximum of 1.4 % and 5.0 %,
respectively, than the conventional scheme. Therefore, the
proposed scheme is especially beneficial for the scenario with
reciprocal imperfection.

Fig. 15 shows the effect of the active pilot attack on the
SKC performance. We assume an active attack in which one
adversary sends a pilot signal of a specific pattern to each of
Alice and Bob to cause a desired change to the legitimate
channel [40][41]. Here, the active pilot attack power ratio
(APAPR) represents the ratio of the power of the signal
transmitted as an active attack to that of the legitimate pilot
signal. As shown in Fig. 15, SKC deteriorates as APAPR
increases for both the proposed and conventional schemes in
the presence of the active attack. Meanwhile, the proposed
scheme exhibits superior SKC to the conventional scheme with
a gain of 1.7 % under all APAPR active attacks.

C. The Performance of Key Disagreement Ratio

To elaborate a little further, we evaluate the achievable KDR
performance of the proposed scheme, where the effect of the
eavesdropper channel is not taken into account. Here, the
KDR represents how accurate the secret key shared among
legitimate users is. It is assumed that SKG is successful only if
the keys generated by Alice and Bob in (30) match; otherwise,
the key disagreement event occurs. Note that in the ideal
scenario with no channel estimation errors, the KDR becomes
zero.
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Fig. 16. KDR of the proposed scheme employing the three interpolation
methods. The full-pilot SKG scheme is also plotted as a benchmark.
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Fig. 17. KDR performance of the proposed scheme employing linear
interpolation, where the pilot activation ratio is given by Pr = 0.4375, 0.5,
0.5625, 0.625, and 0.75.

Fig. 16 shows the KDR of the proposed scheme with the
three interpolation methods. Similar to Fig. 9, the proposed
schemes employing linear interpolation and Akima interpo-
lation attain better KDR performance than the conventional
scheme in the entire Eb/No region. As expected, the spline
interpolation significantly deteriorates and exhibits an error
floor due to the effects of overfitting.

Moreover, Fig. 17 shows the KDR performance of the pro-
posed method employing linear interpolation, where the pilot
activation ratio is given by Pr = 0.4375, 0.5, 0.5625, 0.625,
and 0.75. As shown in Fig. 17, in the proposed scheme, upon
reducing Pr, the KDR tends to improve while outperforming
the conventional scheme except for the Pr = 0.4375 case.
This is because the low pilot symbols lead to the reduction of
power consumption, hence increasing the power efficiency.

Fig. 18 shows the KDR while varying the number of
subcarriers. It can be seen that the proposed scheme exhibits a
power reduction effect regardless of the number of subcarriers,
especially in the low Eb/No region, and outperforms the con-
ventional scheme. On the other hand, in the high Eb/No region,
the proposed scheme causes an error floor, and performance
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Fig. 18. KDR performance of the conventional and proposed scheme with
various numbers of subcarriers.
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Fig. 19. KDR versus ρba of the proposed scheme employing linear interpo-
lation at Eb/No = 0 dB, 10 dB, 20 dB, and 30 dB.

TABLE I
NIST RANDOMNESS TEST RESULTS

Test p-value
Frequency Monobit 0.9296

Frequency Block 0.9289
Runs 0.4261

Longest Run 0.7431
Discrete Fourier Transform 0.2561

Serial 0.3963, 0.2142
Approximate Entropy 0.7678

Cumulative Sums 0.7375

degrades upon decreasing the number of subcarriers. This
is because D must be maintained above a certain level to
preserve the selection of the reduction pattern.

Finally, Fig. 19 shows the relationship between the KDR
and ρba in the proposed scheme with linear interpolation at
Eb/N0 = 0 dB, 10 dB, 20 dB, and 30 dB. As shown in Fig. 19,
upon increasing Eb/N0, the KDR performance significantly
improves.

D. Randomness test

We evaluate the randomness of the generated keys by the
NIST randomness test [39]. There are 15 tests to verify
randomness, and the output of these tests is a p-value where
randomness is guaranteed if this value is greater than 0.01.
In our simulations, the generated keys are 512 bits; thus, we
perform 8 tests that can be sufficiently verified with a small
number of bits. Table I shows the NIST test results of the
proposed generated keys. The keys pass the randomness test,
confirming that it has sufficient randomness.

VII. CONCLUSIONS

In this paper, we proposed a novel physical-layer SKG
scheme for improving SKC in the presence of an eavesdropper.
The proposed scheme consists of the reduced pilot pattern
selection algorithm that decreases the information leakage to
the eavesdropper, as well as of the channel interpolation algo-
rithm to estimate accurate full channel coefficients from the
reduced pilot sequence. Also, we derived the SKC bound for
the proposed scheme to evaluate the achievable performance.
Our simulation results demonstrate that the proposed SKG
scheme exhibits high performance, regardless of the channel
correlation between the legitimate and eavesdropper channels,
and maximizes the SKC even when the pilot length is reduced
to as low as 62.5% of the original full-pilot one.
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